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ABSTRACT 

Artificial intelligence is rapidly transforming higher 

education by reshaping teaching, learning, assessment, 

research, student support, and institutional administration. 

This review examines the evolution of AI from rule-based 

instructional systems and intelligent tutoring platforms to 

machine learning, learning analytics, generative AI, and 

institution-wide intelligent systems. It highlights major 

applications in curriculum development, personalized 

learning, automated feedback, academic advising, research 

assistance, and strategic decision-making. The review 

identifies important opportunities, including improved 

student engagement, continuous academic support, inclusive 

learning, professional preparation, and greater administrative 

efficiency. At the same time, it analyses significant challenges 

related to inaccurate outputs, hallucinated references, 

technical and financial barriers, overdependence, academic 

misconduct, privacy, surveillance, algorithmic bias, 

intellectual property, and unequal access. Particular attention 

is given to the need for human-centred integration, in which 

AI complements rather than replaces educators, researchers, 

administrators, and academic judgment. The review further 

emphasizes that effective adoption requires AI literacy, 

redesigned assessment, transparent disclosure, secure data 

governance, equitable infrastructure, and regular institutional 
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evaluation. Future directions include responsible human–AI 

collaboration, discipline-specific implementation, cross-

border cooperation, sustainable development, and the 

convergence of AI with other emerging technologies. It also 

identifies the need for stronger longitudinal, comparative, 

and outcome-based research to evaluate AI’s effects across 

disciplines and diverse educational contexts. Overall, the 

review concludes that the educational value of AI depends 

not only on technological capability but also on pedagogical 

quality, ethical safeguards, institutional readiness, and 

sustained human oversight. 
Keywords: Artificial intelligence; higher education; generative AI; personalized 

learning; academic integrity; responsible AI integration 

Introduction 

AI has become one of the most impactful technology 

advancements in today's higher education landscape. 

AI systems are more and more being implemented in 

universities to assist in teaching, learning, assessment, 

research, student services and institutional 

administration. The applications were primarily in 

the fields of intelligent tutoring systems, automatic 

grading, learning analytics and predictive models. But 

with the advent of generative AI, large language 

models, conversational agents, and automated tools 

for content creation, the possibilities for using AI in 

education have grown significantly. These 

technologies can produce explanations, summaries, 

questions, feedback, computer code and visual 

materials in seconds and research-related content in 

minutes. AI is therefore no longer considered a 

specialized educational technology but rather a 

general-purpose technology that can impact almost 

all aspects of university activities. 

AI can be used in the education industry to provide 

custom learning experiences, adaptive learning paths, 

real-time feedback, and continual academic support. 

Students can leverage AI to help them understand 

complex topics, create quizzes, enhance academic 

writing, translate content, and receive academic 

assistance outside of class hours. AI can be utilized 

by educators to create instructional materials, 

develop assessments, pinpoint learning challenges, 

and save time on tedious administrative tasks. AI can 

help in research literature search, data analysis, 

coding, language editing, and structuring research 

information. The institutional level includes the 

exploration of AI applications in admissions, 

enrolment management, student-retention 

prediction, resource allocation, scheduling, and 

strategic decision-making at universities. As 

demonstrated by Crompton and Burke (2023), the 

field has expanded considerably, and AI is being used 

in a multitude of applications including assessment, 

prediction, intelligent tutoring, student support and 

learning management systems. 

AI has a significant impact on sustainable educational 

development as well. AI technologies can be used to 

improve access to education in distance learning, 

multilingual education and language learning, 

disability accommodation and flexible education. 

They might help institutions identify pupils at risk of 

failing to achieve in school, provide intervention for 

pupils at risk and more effectively allocate 

educational resources. AI-powered platforms can 

provide access to learning resources and academic 

support, especially in areas where there are not 

enough qualified teachers or specialized academic 

services. These are in line with other sustainable 

development goals concerning inclusive, equitable 

and quality education. But Pedro et al. (2019) 

highlight the need for the right infrastructure, 

inclusive policy, ethical implementation, and the 

work to ensure that inequalities do not arise in 

practice via technology in order to make AI a tool for 

achieving sustainable development. 

Although AI has great promise in higher education, 

it has raised a number of pedagogical, ethical, 

psychological, and institutional concerns. AI systems 

can produce incorrect information, incorrect 

citations, bias suggestions, and misleading 

explanations. They have the potential to create 

plagiarism, ghosting, privacy, data security, 
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intellectual property and unclear authorship issues. 

Overdependence on AI may also stifle students' 

intellectual capabilities, including their ability to think 

independently, write academically, be creative, and 

solve problems, as they might become over-reliant 

on AI tools to perform intellectual tasks. Moreover, 

the uneven access to sophisticated AI technologies 

can exacerbate the existing educational divide 

between institutions, countries and socio-economic 

groups. The faculty may also find itself under 

increased pressure to re-envision the way to evaluate, 

design new digital skills, and set reasonable 

boundaries for student AI usage. 

The developments highlight the need of a balanced 

and comprehensive discussion of AI in higher 

education. Technical capability and efficiency should 

not be the only criteria used to assess AI. Its 

educational value is dependent on its incorporation 

into pedagogy, its institutional control and the 

maintenance of human judgment, academic values, 

equity and accountability. AlBlooshi (2026) suggests 

that for responsible use of AI to become a reality, 

there needs to be institutional governance, faculty 

preparation, assessment reform, ethical guidance, 

and continuous evaluation. In this regard, this review 

will explore the development and use of AI in higher 

education, its main opportunities and limitations, the 

ethical and academic-integrity challenges of using AI, 

and the future directions needed for the responsible, 

equitable and human-centred integration. 

 

2. Evolution of Artificial Intelligence in Higher 

Education 

Artificial intelligence in higher education has 

progressed from rule-based instructional programs 

to adaptive, predictive, and generative systems. It has 

since grown from being an aid to individual learning 

activities to becoming part of the assessment process, 

research, student services and institutional 

management. 

2.1 Early Development of Educational Artificial 

Intelligence 

The predominant early educational AI applications 

were CAI (computer assisted instruction) and 

Intelligent Tutoring Systems. These technologies 

were used to present learning materials, to evaluate 

responses, to detect errors and to give pre-

formulated feedback. Intelligent tutoring systems 

tried to adjust the content based on the student's 

performance, in contrast to the traditional digital 

teaching. Later, Virtual Learning Environments 

(VLEs) helped universities to handle course 

materials, evaluations, communication and student 

records digitally. There were also automated quizzes, 

grades, a simple chatbot and a customizable learning 

system. These applications were based on rules and 

were fixed, but they laid the groundwork for 

individualized and technology-supported education 

(Ocaña-Fernández et al., 2019). 

2.2 Expansion of AI Applications in Universities 

AI slowly began to be used in other academic and 

administrative tasks. It was used in teaching to 

provide content recommendations, student-progress 

monitoring and automated feedback. For 

assessment, AI was used for grading, managing 

questions, and analyzing performance. AI was also 

applied to research in universities, such as in data 

analysis, text processing, translation, and literature 

organization. Student-service chatbots started 

answering admission, registration, fee and academic 

requirements questions. Institutional-level 

applications of AI included scheduling, predicting 

enrolments, quality assurance, and resource 

allocation. This growth has made AI an institution-

wide technology (Pedró, 2020). The key phases of 

this evolution are briefly described in Table 1.

 

Table 1. Evolution of artificial intelligence in higher education 

Stage Main technologies Major uses 

Computer-assisted 
instruction 

Rule-based programs Content delivery and quizzes 

Intelligent tutoring Expert and learner-modelling 
systems 

Personalized feedback 

Virtual learning 
environments 

Learning management systems Online course delivery 

Data-driven education Learning analytics Progress monitoring 

Machine-learning integration Predictive and adaptive models Risk prediction and personalization 

Generative AI Large language models Content creation and academic 
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support 

 

2.3 Early Recognition of Opportunities and 

Ethical Concerns 

The initial applications of AI in Universities focused 

on enhancing personalized learning, expanding 

academic support, and eliminating repetitive faculty 

and administrative tasks. AI also provided 

accessibility features, such as translation, automated 

support, and flexible learning materials. Early 

adoption has led to concerns over student privacy, 

data ownership, algorithmic bias and transparency, 

however. Inequalities in historical data may be 

reproduced by predictive systems and human 

accountability may be undermined by automated 

academic decisions. The question was also raised 

about the use of AI in grading, admissions and 

student-risk classification without adequate human 

oversight. All of these worries existed prior to the rise 

of generative AI (Tundrea, 2020). 

2.4 Integration of Machine Learning in Higher 

Education 

The introduction of machine learning represented a 

departure from the rule-based approach to systems 

that could detect patterns in educational data. Using 

predictive analytics, universities could predict failure, 

drop-out and delayed completion based on 

attendance, grades, online participation and more. 

Machine learning also enhanced adaptive platforms 

with adaptive learning materials based on student 

progress. Recommendation systems recommended 

courses, readings, and exercises and institutional 

models aided enrolment forecasting, staffing, and 

resource planning. However, they worked well when 

they had access to good data, proper infrastructure, 

competent staff, and good governance (Kuleto et al., 

2021). Figure 1 traces the evolution of AI in higher 

education from rule-based instructional technologies 

to adaptive, predictive, and generative systems.

 

 

 

 

 

 

 

 

 

 

Figure 1. Evolution of artificial intelligence in higher education from rule-based instructional tools to 

adaptive, predictive, and generative systems. 

 

3. Applications of Artificial Intelligence in 

Higher Education 

AI is being used in higher education for various 

academic and administrative tasks. It has several 

main applications: as a support to teaching, as a way 

to personalise learning, as an automated assessment 

tool, as a tool for student services and as a tool for 

institutional decision making. While the applications 

vary, they all depend on the capacity of AI systems 

to analyze information, identify patterns, create 

content, and deliver recommendations in a timely 

fashion. 

3.1 AI-Supported Teaching and Curriculum 

Development 

AI can help teachers plan lessons, organize course 

content, and create teaching materials. Generative 

tools are able to create lecture outlines, examples, 

case studies, discussion questions, quizzes, 

summaries, and visual explanations. AI can also be 

used by faculty to personalize content for various 

academic levels, break down complex information, 

and translate it into different languages. AI can assist 

in pinpointing the disconnect between course 

objectives, student requirements, and labour market 

needs in curriculum development. It can help 

departments plan for learning outcomes, ensure 

course coherence and revise course content as a 

result of changes in the discipline and/or technology. 

In teaching, AI tools can respond to common 

queries, create lesson plans and activities, and offer 

additional explanations. All content created, 

however, must be checked by faculty as AI-generated 
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content can be incorrect, incomplete or 

inappropriate for the learning environment. 

According to Jafari and Keykha (2024), some of the 

significant applications of AI in Higher Education 

are teaching support, curriculum improvement, 

faculty assistance, and academic-content 

development. 

 

3.2 Personalized and Adaptive Learning 

Personalized learning is a common use case for AI. 

Intelligent tutoring systems and adaptive platforms 

monitor students' progress, responses, and learning 

behavior to change instructional content. Students 

who show they have a good understanding can be 

provided with more challenging activities and 

students who are struggling can be provided with 

more explanation, examples, or practice. 

Recommendation systems based on AI can also 

recommend readings, videos, exercises, and learning 

paths based on the individual's needs. This enables 

students to learn at different speeds and not at a 

totally uniform pace. Individual feedback could also 

be useful in helping learners pinpoint areas for 

improvement and choose strategies that will help 

them. While adaptive systems can be used to increase 

flexibility and responsiveness, the systems are only 

effective if they have accurate learner data and 

appropriate pedagogical design. However, if 

recommendations are over-automated, it could 

reduce student exposure to alternative ideas because 

they are continually exposed to the same ideas or 

performances. Personalized learning, adaptive 

instruction, and targeted academic support are key 

education applications of AI, as highlighted by Ocen 

et al. (2025). 

3.3 Assessment, Grading, and Feedback 

AI is being used more and more to assist with 

formative and summative assessment. Multiple 

choice tests can be automatically marked, question 

banks can be created, common errors can be 

identified and performance reports can be generated. 

In more sophisticated applications, the short 

answers, essays and written assignments are analyzed 

using NLP. AI can also give instant formative 

feedback, enabling students to correct their mistakes 

before final submission. Teachers can monitor 

participation, assignment completion and assessment 

outcomes for a course through learning analytics 

dashboards. These can be used to provide feedback 

to teaching to identify the need for further support 

for pupils. However, automated scoring should not 

replace academic judgment on complex and/or high-

stakes assessments. AI systems can miss out on 

recognizing creativity, disciplinary nuances, cultural 

differences, and other forms of legitimate reasoning. 

It is therefore important that they should be assessed 

according to a clear assessment criterion, be 

transparent and have human review of their use. 

While AI can improve the efficiency and reliability of 

assessment, it can also be fair, valid, and accountable 

(Ryzheva et al., 2024). The major applications 

mentioned in the above are summarized in Table 2.

 

Table 2. Major applications of artificial intelligence in higher education 

Application area Common AI uses Main intended benefit 

Teaching and 

curriculum 

Lesson planning, content generation, 

course mapping 

Reduced preparation time and improved 

instructional design 

Personalized 

learning 

Adaptive content, intelligent tutoring, 

recommendations 

Individualized learning support 

Assessment Automated grading, feedback, 

performance monitoring 

Faster assessment and timely intervention 

Student services Chatbots, advising, accessibility, risk 

detection 

Improved access to academic support 

Institutional 

management 

Forecasting, scheduling, admissions, 

resource allocation 

Greater administrative efficiency 

 

3.4 Student Support and Academic Services 

To address common student inquiries regarding 

admissions, registration, tuition, course prerequisites, 

deadlines, and campus facilities, AI-powered 

chatbots and virtual assistants are prevalent. These 

systems can work around the clock, thus offloading 

administrative workers and providing support 

outside of office hours. AI can also help with 
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academic advising, providing recommendations for 

courses, identifying potential progression problems, 

and providing information on programme 

requirements. Examples of accessibility applications 

are speech recognition, text to speech, automated 

captioning, translation, and reading assistance for 

students with disabilities or language barriers. Yet 

another significant application is early-warning 

systems. These systems can track attendance, grades, 

student engagement online and completion of 

assignments to determine students who are at risk of 

failing or dropping out. Academic advisors can then 

be provided with the opportunity to provide specific 

assistance. But, such systems should be used wisely, 

because if they make a wrong prediction, students 

may be incorrectly labeled and private information 

released. Akinwalere and Ivanov (2022) highlight the 

potential of AI in improving tutoring, accessibility, 

and student profiling and personalised academic 

support. 

3.5 Institutional Administration and Strategic 

Management 

Institutional-level applications include enhancing 

administrative efficiency and aiding in strategic 

planning through the use of AI. AI can help in the 

admissions process by screening applications, 

processing documents, and sending out 

communications to potential students. Enrolment 

forecasting tools are used to predict the numbers of 

students, courses and staffing needs of universities. 

AI could also aid in creating the timetables, assigning 

classrooms, planning finances, handling the library, 

and distributing resources. Patterns in relation to 

retention, graduation, programme demand and 

institutional performance can be identified using 

predictive systems. These insights can be used by 

administrators to enhance quality assurance and 

long-term planning. But, when it comes to using AI 

in decision making processes that have a direct 

impact on institutions, robust governance is essential. 

Human review should continue to be required for 

admissions, funding and decisions about student-risk 

as algorithmic systems can perpetuate disparities or 

decisions that are hard to explain. George and 

Wooden (2023) state that AI should not be seen as a 

set of standalone digital tools but should be viewed 

as a key component of the strategic shift of the 

university. Figure 2 summarizes the core applications 

of AI across teaching and curriculum development, 

personalized learning, assessment and feedback, 

student support, and institutional management.

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Core applications of artificial intelligence across teaching, learning, assessment, student 

support, and institutional management in higher education. 

 

4. Opportunities and Benefits of Artificial 

Intelligence 

Artificial intelligence offers significant opportunities 

to improve the quality, accessibility, and efficiency of 

higher education. It goes beyond automation, and 

has the potential to benefit students, support 

ongoing academic assistance, teacher preparation, 

inclusive learning, and discipline-specific 
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professional development. 

4.1 Improved Learning Engagement and 

Educational Experiences 

AI can create more engaging learning environments 

by allowing for interactive and responsive learning 

spaces. Students can interact with course content 

instead of just listening to lectures and reading 

textbooks in intelligent tutoring systems, 

conversational agents, simulations and adaptive 

activities. Feedback can be immediate to help 

learners see their errors, make corrections to their 

thinking, and stay motivated. AI can also help to 

make content more accessible, including 

summarizing, offering practice exercises, creating 

visual explanations, and translating content into 

multiple languages. These can be used to allow 

students to learn at their own pace and by 

themselves. However, the impact of using AI in 

education plays a crucial role in engaging students. 

The use of generated answers in a passive way can 

limit learning, while the use of generated answers in 

a guided way can promote inquiry, reflection and 

participation. Ojha (2024) mentions that there are 

several benefits of using AI in education, such as 

improved engagement, personalisation, timely 

feedback and accessibility to educational resources. 

4.2 Increased Access to Academic Assistance 

Academic support can be delivered to students 

outside of class hours through the use of AI systems. 

Chatbots and virtual assistants can provide answers 

to common questions, clarify concepts, suggest 

learning materials, and help students navigate 

academic processes. This 24/7 availability is 

especially helpful for distance learners, working 

students, and those who are unable to get immediate 

assistance from faculty. AI can also be used for 

students to review challenging topics, study for 

exams, and get advice without having to wait for their 

scheduled consultations. Such systems can help to 

alleviate the workload of academic and 

administrative staff in institutions with fewer staff 

members or more students. However, AI support 

should be used in addition to rather than instead of 

human advising, particularly when students need 

emotional, personal or complex academic support. 

Eryenyu et al. (2024) highlight the potential of AI to 

enhance access to academic guidance and the 

quickness and adaptability of student support. 

4.3 Support for Teacher Education and 

Professional Preparation 

AI can be valuable for pre-service teachers and other 

students entering into their respective fields. It can 

help future teachers plan, design activities, prepare 

assessments, improve language skills, and create and 

develop instructional materials. Providing pre-service 

teachers with AI-generated examples and simulated 

classroom settings can also be useful to practice 

decision making and explore various teaching 

strategies. AI can additionally enhance digital 

competence, information assessment, and 

technology incorporation abilities. The skills are 

becoming more and more relevant as teachers of 

tomorrow will have to lead students in responsible 

use of intelligent technologies. But teachers' training 

should help teachers' students to check the outputs 

of AI, identify bias, and make their own pedagogical 

decisions. Kalniņa et al. (2024) demonstrate that pre-

service teachers are aware of the advantages of using 

information, language support and preparing to 

teach, but they are unsure about the proper usage. 

The opportunities mentioned in the above 

paragraphs have been summarized in Table 3.

 

Table 3. Major opportunities and benefits of AI in higher education 

Opportunity area Examples of AI use Main benefit 

Student 

engagement 

Interactive tutoring, simulations, immediate 

feedback 

Greater participation and motivation 

Academic 

assistance 

Chatbots, virtual guidance, resource 

recommendations 

Continuous and flexible support 

Teacher 

preparation 

Lesson planning, material development, 

classroom simulation 

Improved professional readiness 

Inclusive learning Translation, captioning, text-to-speech, 

adaptive interfaces 

Wider accessibility and participation 

Professional 

education 

Discipline-specific simulations and analytical 

tools 

Improved problem-solving and 

workplace preparation 
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4.4 Human-Centred and Inclusive Learning 

Human centred AI puts the learner, the educator and 

educational values at the heart of the design of 

technology. AI should be used to enhance, not 

replace, human interaction to ensure meaningful 

communication, participation and personalised 

support. This strategy focuses on the social, 

emotional, cultural and academic needs of students, 

and making decisions in education must be sensitive 

to these needs. Automated captioning, text-to-

speech, speech recognition, translation, and flexible 

learning interfaces are all ways AI can help to foster 

inclusion. Students with disabilities, language barriers 

and learning needs may find these applications 

helpful. Personalized systems can also offer other 

explanations and/or other forms of presentation of 

the content based on each person's needs. But 

inclusive AI needs to be equitable, accessible, 

transparent and free from algorithmic bias. Systems 

that are not created with the involvement of diverse 

data and user groups can inadvertently exclude 

certain groups of learners. Poellhuber et al. (2024) 

state that human-centred AI should enhance human 

agency and accessibility while promoting 

collaboration among students, teachers, and 

intelligent systems. 

4.5 Discipline-Specific Teaching and 

Professional Education 

AI can have a diverse impact on education, with 

potential benefits in different fields. AI can be used 

in various engineering, geomatics, medical, business, 

and other professional fields to assist in modelling, 

simulation, data interpretation, design, and complex 

problem solving. Students can engage in real-world 

tasks in an environment where they can perform 

them in a controlled manner. AI can help in spatial-

data analysis, image interpretation, measurement, 

mapping, and technical decision making in geomatics 

and engineering education. It can also be used for 

assessment, creating practical exercises, analysing 

errors, and giving feedback. These types of 

applications can be used to relate theory to practice. 

However, the use of AI in the subject domain should 

be in line with professional standards and subject-

specific hazards. Medical, engineering or legal 

education may have more serious consequences if 

the outputs are inaccurate, than if the outputs are 

inaccurate in low-stakes learning activities. Human 

verification and faculty expertise are thus still needed. 

As Retscher (2025) shows, AI can be used to support 

professional preparation and technical problem 

solving, but needs to be used with care and 

consideration of fairness, transparency and 

assessment quality. Figure 3 presents the major 

educational benefits of AI, including improved 

engagement, wider academic assistance, teacher 

preparation, inclusive learning, and professional 

education.

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. Major opportunities and benefits of artificial intelligence in higher education. 

 

5. Challenges and Limitations of Artificial 

Intelligence 

While AI has significant potential in higher 

education, it also introduces issues of reliability, 

infrastructure, dependence on AI, readiness of 

institutions, and academic integrity. While these 

challenges should not be an excuse to turn off AI, 

they need to be regulated, verified, and supervised by 
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humans. 

5.1 Inaccuracy, Hallucination, and Reliability 

Generative AI can generate wrong facts, fictional 

references, misquoted quotes and inaccurate 

explanations. Students may take these outputs at face 

value as they are often spoken fluently and 

confidently without proper verification. This is 

especially a problem in academic writing, research 

and other professional fields where inaccurate 

information can result in incorrect conclusions. AI 

systems can also present information in a skewed or 

oversimplified manner, leave out conflicting 

evidence, or lack an understanding of the disciplinary 

and cultural context. Their productions should thus 

be taken as preliminary, and not as authoritative. 

Students and teachers are responsible for checking 

the credibility of academic sources and when in 

doubt, using their own professional judgment. 

Gasanova and Romanova (2024) highlight the value 

of AI when it is understood that it is a tool to provide 

information, not replace the human decision-making 

process. 

5.2 Technical, Financial, and Infrastructural 

Obstacles 

To successfully implement AI, businesses must have 

access to a reliable internet connection, appropriate 

hardware, secure data infrastructure, licensed 

software, and ongoing technical support. There is a 

lack of infrastructure in many institutions, especially 

those in poor resource areas, to ensure regular 

implementation. Another significant restriction is the 

cost. The universities might require to invest on 

subscriptions, system integration, cyber security, 

maintenance, training and technical staff. The paid 

AI tools might also offer more robust capabilities 

than the free ones, resulting in disparities between 

students and institutions. Beyond technology, the 

capability of the staff, quality of the data, leadership 

and long-term planning are critical to successful 

implementation. Limited infrastructure, financial 

constraints, technical readiness, and institutional 

capacity are considered as key challenges in 

implementing sustainable integration of AI by 

Saputra et al. (2023). 

5.3 Overdependence and Weakening of 

Independent Learning 

Over-dependence on AI could lead to a decrease in 

intellectual work involved in learning. Students can 

write essays, summaries, code and solutions without 

the need to fully grasp the concepts. This can have 

an impact on critical thinking, creativity, writing, 

searching for information and independent problem 

solving. AI can also help to minimize productive 

struggle, which is a crucial component of learning. If 

students can get the answers right away, they might 

not try to test out ideas and make mistakes, and then 

build their understanding. Multiple dependence can 

also diminish the ability to make independent 

judgments. AI should thus be used to augment and 

not supplant student thinking. Students should be 

asked to check, clarify, edit and critically assess AI-

generated content for assignments. Storey and 

Wagner (2024) warn that AI should not replace but 

be used as a tool to enhance students' learning 

experiences. 

5.4 Challenges Associated with ChatGPT 

Adoption 

ChatGPT has brought concerns about AI to the 

forefront as it can quickly produce human-like 

academic material. It can be used for brainstorming, 

tutoring, translation, writing and coding, but its use 

poses issues of privacy, accuracy, overreliance and 

assessment. Students can submit information that is 

confidential, published research, or information used 

for assessment to external platforms without 

knowledge of how it is stored or utilized. ChatGPT 

can also generate incomplete or incorrect 

information, or even make up information that is not 

known to the learners. However, universities also 

have challenges as policies and assessment practices 

have not always progressed as rapidly as student use. 

Instructors may have different rules and lead to 

confusion on acceptable level of support and 

authorship. Older “take home” assignments are also 

hard to verify. Sok and Heng (2024) list accuracy, 

privacy, dependence of students on ChatGPT, 

assessment challenges, and lack of institutional 

guidance as core issues related to ChatGPT. 

5.5 Academic Dishonesty and Misuse 

With generative AI, assignments, exam answers, 

research papers, and computer programming can be 

created with little or no student input. AI-generated 

content can be hard to detect as plagiarism because it 

might not be a direct copy of a source.Plagiarism is 

not the same as plagiarism that is AI-generated, as it 

may not be a clear copy of any source. The question 

is whether or not the work submitted is evidence of 

student learning. If the AI does the bulk of the 
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intellectual work, students might be credited even if 

they don't show the knowledge, reasoning, or skills. 

AI has the potential to generate inaccurate data, 

citations, and research results. It is important that 

there are clear differences between acceptable 

support and misconduct for universities. 

Brainstorming, language improvement, or practice 

activities are some of the allowed uses, whereas 

submitting generated content as original or using AI 

in limited exams are not allowed. Oral defence, 

reflection, process documentation and source 

verification should be incorporated more and more 

in assessment. The main challenges and institutional 

responses are briefly summarised in Table 4

 

Table 4. Major challenges of artificial intelligence in higher education 

Challenge Possible consequence Appropriate response 

Inaccurate or fabricated output Unreliable academic work Verification and human review 

Weak infrastructure and high 

cost 

Unequal access Investment and equitable access 

policies 

Excessive dependence Reduced independent learning Reflective and process-based 

assessment 

Inadequate ChatGPT policies Confusion and inconsistent 

practice 

Clear guidance and staff training 

Academic misuse Invalid assessment Authentic assessment and disclosure 

rules 

 

The use of generative AI has been a challenge for 

academic-integrity practices because it has made it 

easier to produce content that is not permitted, and 

has made it more difficult for traditional content-

detection methods to be effective, as noted by Zeb 

et al. (2024). These challenges must be addressed 

through a rethinking of the assessment, AI literacy, 

clear institutional policies, and ongoing 

accountability of humans. 

 

6. Ethical, Legal, and Academic Integrity 

Concerns 

The growing use of AI in higher education raises 

ethical and legal questions that extend beyond 

technical performance. The issues include fairness, 

privacy, intellectual property, accountability and 

maintenance of academic standards. In order to 

ensure responsible adoption, clear institutional rules 

are required, as well as continued human oversight. 

6.1 Algorithmic Bias, Fairness, and 

Discrimination 

AI systems are trained using extensive data, which 

can include social, cultural, and institutional biases. 

This can therefore have a negative impact on 

students who speak English as an additional 

language, or who are female, ethnic minority, 

disabled, from low income backgrounds or who 

come from a different geographical location. For 

instance, if the data used to train systems to predict 

student success in admissions, grading, student-risk 

prediction, or academic advising are not 

representative of diverse populations, then such 

systems may perpetuate past inequities. Bias can also 

occur with students who speak minority languages or 

who express themselves in non-standard ways in 

their academic writing. Assessment tools that are 

automated can give a preference to dominant 

linguistic and cultural forms, and can misread other 

valid forms. Likewise, students from disadvantaged 

backgrounds can be identified as high risk in 

predictive systems without taking into account the 

structural conditions that impact on them. To be fair, 

training data needs to be diverse, regular bias audits 

need to be conducted, decision criteria needs to be 

transparent, and students need to be able to challenge 

the automated outcomes. Algorithms should not be 

used as a sole basis for making high-stakes decisions. 

Slimi and Villarejo Carballido (2023) stress the 

importance of transparency, fairness, accountability, 

and safeguarding vulnerable groups as core values to 

uphold in the ethical application of AI in higher 

education. 

6.2 Data Privacy, Security, and Surveillance 

AI tools often analyze and utilize vast amounts of 

data, such as academic performance, attendance, 

online activity, assessment scores, communication 

trends, and personal details. This information can be 

used to customise learning, to target students who 
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require support, but also poses risks of unauthorised 

access, commercial exploitation and over-

surveillance. It may not be obvious to students and 

faculty what data is collected, how it is stored, or if it 

is passed to external technology providers. The 

submission of assignments, research information, 

examination content or personal information to 

commercial AI tools can lead to the disclosure of 

confidential information or to the use of the 

information for other purposes than the specific 

educational activity. Learning analytics and 

monitoring systems can also foster a surveillance 

culture where students are always being monitored. 

This can impact autonomy, trust and openness to 

being active digital learners in learning environments. 

Institutions should therefore use data-minimization 

principles, gain informed consent, put in place secure 

storage procedures and make clear how data are used. 

Rangavittal (2024) highlights privacy, cybersecurity, 

data ownership, and institutional control as 

significant issues in the context of AI in higher 

education. 

6.3 Intellectual Property, Authorship, and 

Accountability 

With the emergence of generative AI, conventional 

notions of authorship and intellectual rights have 

become more complex. If AI is used to assist with 

creating an essay, research paper, image, computer 

program, or teaching resource, who owns it and who 

deserves credit? The current academic practices do 

not consider AI authorship, but rather human 

responsibility, as AI systems are not responsible for 

the accuracy, originality, or ethics of the content they 

produce. Learners and scholars should thus report 

substantial AI support. Identification of the tool 

used, description of its purpose, and description of 

how the content generated was checked or edited. In 

cases where significant AI usage is detected, it could 

result in a misrepresentation of the author's 

contribution and compromise academic honesty. 

Copyright is another challenge, as generative systems 

could generate content that is based on copyrighted 

training content. AI-generated content can also be 

similar to existing content, but without proper 

attribution. The user is responsible for verifying 

originality, sources and for avoiding infringement. 

Iqbal et al. (2024) point out the need for more 

specific standards on ownership, attribution, 

disclosure and accountability for AI-generated 

academic work. Table 5 lists the principle ethical and 

legal issues.

 

Table 5. Ethical and legal concerns associated with AI in higher education 

 

6.4 Responsible Use and Institutional 

Regulation 

Consistent and clear directives for acceptable use of 

AI in higher education institutions are needed. The 

policies should differentiate between acceptable 

academic support and academic substitution. For 

example, AI can aid in generating ideas, enhancing 

language, or practice, but not for exams or 

assignments that evaluate independent skills. 

Disclosure, privacy, procurement, accessibility, bias, 

and human supervision should also be covered in 

institutional regulation. The faculty and the students 

need to be given practical instructions and not 

general warnings. Policies should include what is 

expected of everyone regarding the acceptance of the 

use of AI, what should not be entered into external 

systems and how to investigate suspected misuse. 

The areas of special concern that need human 

Concern Main risk Required institutional response 

Algorithmic bias Discriminatory or unfair decisions Bias audits and human review 

Data privacy Misuse or unauthorized sharing of 

information 

Consent, data minimization, and secure 

storage 

Surveillance Reduced autonomy and institutional 

trust 

Proportionate and transparent 

monitoring 

Intellectual property Unclear ownership and copyright 

infringement 

Clear ownership and attribution 

policies 

Authorship and 

accountability 

Misrepresentation of academic 

contribution 

Disclosure requirements and author 

responsibility 
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oversight include admissions, grading, disciplinary 

measures, and student-risk classification. Though 

these decisions can be aided by AI, there must be 

knowledgeable individuals doing the final decision 

making. It is also advisable for universities to 

regularly audit their policies as to the capabilities of 

the AI and how they are being used. Debo & Saaida 

(2024) claim that the institutional governance, ethical 

awareness, transparency, and human-AI relationship 

are essential for good integration. In conclusion, the 

adoption of AI in an ethical manner is not just about 

technical measures. It is based on fairness, informed 

consent, transparency of authorship, accountability 

of decision making and enforceable institutional 

policies. This is crucial to ensure academic honesty 

and enable universities to harness the power of AI 

for innovation. 

 

7. Future Directions and Responsible 

Integration 

The future of AI in higher education will depend less 

on the availability of new tools and more on how 

universities integrate them into teaching, assessment, 

research, and governance. Responsible adoption 

should be based on building human capability, 

quality of education and inclusion and accountability, 

not just automation. 

7.1 Development of AI Literacy 

Students, teachers, researchers, and administrators 

should be knowledgeable about AI. This includes 

understanding the mechanisms of AI output 

generation, detecting bias and hallucination, 

protecting sensitive data, verifying evidence, and 

using AI in an open and transparent manner. Pupils 

should be made aware of when they can use AI, how 

they can check the accuracy of the output and how 

they should recognise that they have used AI when 

they do. Teachers also should have a set of skills to 

design learning activities that can be assisted by AI, 

establish boundaries and equally assess the work. 

Professional development should thus include 

technical skills, ethical considerations, information 

literacy and disciplinary judgment. Marofi et al. 

(2025) emphasize the importance of AI literacy to 

ensure that AI is used effectively and to reduce the 

risks of misuse, inequity and overreliance.  

7.2 AI Integration and Sustainable Development 

Goals 

The use of AI responsibly can support sustainable 

development in various ways, such as expanding 

access to learning, enabling multilingual education, 

improving access to learning, and providing 

academic support in areas that lack it. AI can also 

assist institutions in identifying students in need of 

assistance, optimize the use of resources, and create 

flexible educational models. It's the job of equitable 

infrastructure, affordable access, inclusive design, 

and responsible data practices that will help make it 

sustainable, however. AI can help bridge the gap in 

education, but it may also widen the divide if it's only 

available to institutions that are well-resourced or 

privileged students. While generative AI has the 

potential to enhance educational quality, innovation, 

and inclusion, it must be implemented in a way that 

is compatible with institutional capacity and 

sustainable development priorities, as argued by 

Jogezai et al. (2026). 

7.3 International Cooperation and Cross-Border 

Education 

AI is expected to play a significant role in virtual 

mobility, teaching abroad, multilingual 

communication, and cross-border research 

collaboration. Thanks to translation systems, virtual 

tutors and intelligent learning platforms, students 

might be able to attend courses and research 

networks that aren't offered by their home 

institutions. At the same time, the potential for the 

global use of AI raises questions about data 

sovereignty, cybersecurity, regulatory differences and 

dependence on overseas technology companies. 

There can also be differences in infrastructure and IP 

or algorithmic standards between university. Zhu et 

al. (2025) emphasize that international collaboration 

and geopolitical rivalry will be key factors in defining 

the future of cross-border education with AI. This 

will involve university agreements on data protection, 

data ownership, platform governance and ethical 

usage. 

7.4 Emerging Technologies and Institutional 

Transformation 

The next generation of higher education systems will 

be likely to integrate AI with robotics, blockchain, 

learning analytics, extended reality, and intelligent 

institutional platforms. Simulations and hands-on 

training can be facilitated in an immersive 

environment, and blockchain can help verify 

credentials and secure academic records. Advising, 

research, administration and course management 
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could receive more and more automated assistance 

from learning analytics and AI agents. The 

developments may help bring about more connected 

and data-driven universities. Technological 

convergence can also make things more complex, 

more expensive, more surveilled and more reliant on 

commercial vendors, however. While Chaka (2023) 

points out that the technologies of the Fourth 

Industrial Revolution could change higher education, 

institutions need to ensure that they have the right 

infrastructure, staff capacity, and governance to 

manage the educational and social implications. 

7.5 Human–AI Collaboration 

The most appropriate future model is not the 

replacement of educators but structured human–AI 

collaboration. While AI can help create content, 

provide regular feedback, analyze data, and handle 

administrative tasks, teachers still play a crucial role 

in making judgments, mentoring, providing 

emotional support, addressing ethical issues, and 

making complex pedagogical decisions. Human 

involvement should be vital in sensitive areas like 

admissions, grading, disciplinary actions, research 

evaluation and prediction of student risk in high-

stakes contexts. AI recommendations should be 

explainable, reviewable and subject to challenge. 

Universities should therefore establish what can be 

automated, what needs to be approved by humans 

and what needs to be fully human. 

7.6 Assessment Redesign 

Assessments that are largely based on unsupervised 

written production will need to be rethought in the 

context of generative AI in the university. There is a 

need to increase the emphasis on understanding, 

reasoning and application in future assessment. 

Examples of appropriate assessment methods are: 

oral examinations, project based tasks, reflective 

commentaries, practical demonstrations, portfolios, 

and process documentation. Students can also be 

required to assess and edit AI-generated answers, 

describe the use of tools, or compare AI-generated 

answers with scholarly sources. These approaches 

can minimize the risk of unauthorized substitution 

while promoting the teaching and learning of AI 

literacy. The redesign of assessment should continue 

to be discipline specific. There could be significant 

variations in the acceptable use of AI in language 

learning, engineering design, medicine, law, and 

creative subjects. Clear instructions should, 

therefore, outline what may and may not be used and 

how it should be documented. 

7.7 Institutional Governance and Policy 

Development 

The governance model of universities must be 

flexible to accommodate the evolving capabilities of 

AI. Acceptable use, disclosure, privacy, procurement, 

intellectual property, academic integrity, accessibility, 

bias, and human accountability are all aspects that 

should be covered in policies. There should be 

neither free adoption nor total ban on it in the 

institutional arena. Policies should be created by the 

students, faculty, administration, legal, technical and 

accessibility professionals. Commercial AI vendors 

should also be assessed based on the data-security, 

transparency, cost, accessibility and educational 

value. The key areas for future integration that should 

be considered responsibly are outlined in Table 6.

Table 6. Future priorities for responsible AI integration in higher education 

Priority Main institutional action Expected outcome 

AI literacy Provide student and staff training Critical and responsible use 

Sustainable adoption Improve access and inclusive infrastructure Greater educational equity 

International 

cooperation 

Establish cross-border data and research 

standards 

Safer global collaboration 

Human–AI 

collaboration 

Preserve human authority in high-stakes 

decisions 

Accountability and trust 

Assessment redesign Use authentic, reflective, and process-based 

tasks 

More valid evidence of learning 

Governance Regularly update policies and vendor standards Responsible institutional 

adoption 

 

The potential impact of AI on the future will rely on 

the ability of institutions to integrate technological 

advancements and education. The use of AI should 

improve access, learning and institutional capacity, 
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while maintaining human agency, academic 

excellence, fairness and accountability. 

Conclusion 

AI is transforming Higher Education by assisting in 

teaching, personalized learning, assessment, 

research, student services and institutional 

administration. It is used mainly in the following 

areas: intelligent tutoring, adaptive learning 

pathways, automated feedback, research assistance, 

chatbots, early-warning systems, enrolment 

forecasting, and data-informed decision-making. 

These developments present significant 

opportunities for the development of engagement, 

access to academic support, inclusion, reduction of 

routine workloads and institutional efficiency. These 

advantages come with major risks, however. AI 

systems can produce misinformation and falsified 

information, perpetuate bias, reveal personal 

information, foster excessive surveillance, aid 

academic dishonesty, and more. Access disparities to 

infrastructure, tools, technical knowledge and 

institutional support can also exacerbate pre-existing 

educational disparities. For these reasons, AI should 

be used in a human-centred way, where technology 

is not used in place of educators, researchers, 

administrators and academic judgment. There is a 

need for human oversight in teaching, assessment, 

admissions, research evaluation and other high-

stakes decisions. This will necessitate AI literacy, 

rules for disclosure, remodeled assessment, secure 

data practices, equitable access, staff development, 

and transparent institutional governance. 

Universities need to have flexible policies that adapt 

to technological shifts, and assess AI systems for 

their accuracy, fairness, accessibility and educational 

value. The effectiveness of AI in higher education 

will hinge on the responsible and ethical 

implementation of the technology, to enhance 

learning, maintain academic integrity, and ensure 

equitable, sustainable, and accountable education. 
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