2026, 41 (20s), 1198 - 1204 INTERNATIONAL JOURNAL of SPECIAL EDUCATION

Self-Healing Retail Platforms Using Agentic Al:
Autonomous Detection, Reasoning, and
Remediation of Cloud Infrastructure Failures

'Venkateswara Rao Movva, *Dr. P. Venkatesh,

Software Engineer lll, movvavenkateswaraa@gmail.com, 0009-0007-6905-1999
Assistant Professor, Department of EEE, MBU, Tirupati, AP, India,
Venkatesh.p@mbu.asia
HOW TO CITE: ABSTRACT
Venkateswara Rao Movva, P.
Venkatesh, (2026). Self-Healing
Retail Platforms Using Agentic Al:

Failures in cloud infrastructures underlying retail platforms can
lead to ovetly long downtimes, disrupting customer experience
and risking loss of business to competitors. Self-healing cloud
Autonomous Detection, Reasoning,  platforms are therefore needed that can autonomously detect
and Remediation of Cloud  failures, diagnose causes, and take corrective actions in
Infrastructure Failures  production environments, returning to operation without human

International Journal of Special ~ intervention. The idea stems from self-healing systems research,
Education, 41(20s), 1198 - 1204  stemming from the artificial intelligence (Al) and agent-based
systems (AS) fields. The fulfilment of key goals of self-healing
systems—autonomous detection of failures, intelligent reasoning
about causes and mitigation strategies, and execution of actions
to restore operation—are outlined. Reflecting the Cloud
Computing era, the focus is on cloud infrastructures supporting
online retail platforms developed in the context of enterprise
information systems curriculum. The self-healing capability is
implemented using an agentic Al approach based on an
intelligent agent framework that can integrate various Al
technologies. Evaluation of the self-healing capability is based on
practical diagnosis of cloud infrastructure failures by intelligent
agents and quantitative assessment of detection and remediation

speeds.

Failures in cloud infrastructures are detrimental to online retail

systems. Recent work identifies Cloud Computing architectures

and provides a catalogue of such failures. To mitigate long

downtimes, triggered by the delays in human monitoring and

diagnosis, the idea of self-healing systems is introduced. Recent

research in self-healing systems shows that these systems can

monitor and detect failures, reason about causes and mitigation

strategies, and execute the suggestions. When the retail platforms

supporting these business processes require dynamic adaptation
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o realise all of these dynamic adaptation requirements. The focus
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1. INTRODUCTION

Retail platforms and their supporting cloud
infrastructure are complex systems increasingly
configured as large engineering tasks connecting
Such software
intensely parallelized, involve many components,

different services. systems are
and are routinely updated by numerous developers.
As part of their continuous evolution, components
may move in and out of operation at all times [1].
With colder seasons right around the corner, the

multitude of partners, services, devices, and traffic
might put any holiday shopping plans of users at a
stake amid unstable conditions [2]. At such times,
risks of service failures or performance
degradations grow exponentially. Any product
mentioned in conversations or manifested intent
appears on the user’s platform (offered by
collaborators), often increasing the popularity of
those products or services in the user’s sphere, as
well as at a great speed. And yet, when the system
detects a service or performance degradation, it
undeniably must react accordingly [3]. Diagnosis
and treatment haze arise when a fault is present,
mostly in cloud infrastructure failures of retail

platforms.

The cloud infrastructure is owned and managed by
external cloud providers. Services from different
external providers are orchestrated: dictating what,
how, and in which order the services communicate
[4]. Developers building the retail platform depend
on the proper functioning of such cloud-based
services. When a failure, such as a service being
down, at a main integrated partner happens,
although the latter is not within the control of the
retail platform, a real-time detection, reasoning, and
remediation mechanism still needs to be in place to
restore a satisfactory state for end-users [5].
Functioning without such a mechanism, which
complements the ongoing parallel recovery efforts,
may drive any platform away from a healthy state—

sending users a competitor’s way or increasing

competition amongst partners.

Table 1 — Self-Healing Architecture Modules
(Section 3)

Mod Core Function Key Design

ule Principle

Moni Sensing failures via KPIs, Speed-of-light
torin event correlation, ML, models principle (low

g latency)

Reas Diagnosing  root  cause, Intelligent

oning selecting mitigation conditioning of info

loop
Actio Executing Risk-consequence
n corrective/remedial evaluation
operations

Feed Learning from past incidents Continuous

back refinement

2. Foundations of Self-Healing Systems in
Retail Environments

Self-healing systems autonomously regulate their
internal state by detecting and recovering from

Their

relevance to modern retail platforms stems from

faults without external intervention [6].

the increasing reliance on myriad complex, often
opaque cloud infrastructure components, such as
public cloud resources, third-party application
programming interfaces (APIs), and configuration
(CMDBs).  These

components can fail in unpredictable ways, causing

management databases

service outages and performance degradation [7].
Although
support the detection and recovery of such failures,

traditional  architectural  principles
full autonomy for core detection and remediation
functions remains unfulfilled [8]. Such systems
pursue the self-healing paradigm as a means of
reducing detection latency, mean time to detection
(MTTD), mean time to recovery (MTTR), and

recovery success rates, thus bolstering resilience.
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notion

The  self-healing

increasingly rich taxonomic vocabulary that may be

incorporates  an

applied—including resilience, recovery, repair,
repairs, repaired, and repairedness—in various
combinations. Within cloud settings, terminology
typically
foundational research often employs the word

concentrates on resilience, while
reliability [9]. Operating events generally classify as
faults, failures, and errors—the first two denoting
activation and awareness of an anomaly, and the
third indicating its manifestation in the cloud
service [10]. Legacy research recognizes that
resilience may be achieved in a complex cloud
environment by placing separate self-healing

applications in charge of all constituent
components. Agentic self-healing architectures
invert this approach by addressing core detection

and remediation problems at their source using

sustained monitoring, reasoning, and action

components [11].

Table 2 — Remediation Action Categories

(Section 6)

Category Description Example
Trigger

principle demands careful design of the monitoring
module. Second, the heart of self-healing lies in
intelligent conditioning of the information loop.
Third, despite expectations of high reliability from
core systems, careful evaluation of risks and
consequences prioritizes trouble mitigation. Finally,
the feedback module incorporates lessons from

past mistakes [13].

Modular design lends itself to diverse strategies.
Sensing can range from simple anomaly detection
of key performance indicators through complex
distinct-event correlation to machine-learning
models. Reasoning can employ vatious types of
causal analysis, from static-impact assessment
through deterministic diagnosis and risk assessment
to element of distributional learning [14]. The
action module can include general-purpose
automation of system functions—such as reverting
to a previous software version, reconfiguring load
distribution, or failing over to standby
equipment—combined with domain- or context-
dependent procedures that require human review

or intervention.

Table 3 — Evaluation Metrics (Section 7)

Recovery Restart/reset to intended Process crash Metric What It Captures

state

MTTD Mean time to detect an incident
Failover  Shift to backup/redundant Node/service onset
component outage )
p g MTTR Mean time to recover/restore
service

Reconfigur Dynamic config correction Misconfigured

ation routing False Positive Rate Safety trade-off against detection
Scaling Adjust workload capacity Traffic latency
up/down surge/drop Sensitivity to rare Detection of low-frequency
events anomalies
3. Architectural Principles for Self-Healing  Reasoning Correctness and timeliness of root-
Retail Platforms accuracy/speed cause tagging

Decisions on self-healing details should consider 4, Detection: Autonomous Identification of

redundancy, security, data-integrity, fault-tolerance, Failures

latency, and scalability. The overall self-healing i ) ] ) i )
. . . . Timely and accurate identification of failures is
architecture consists of four interacting modules o ) )
o . . critical for effective fault management. To this end,
(monitoring, reasoning, action, and feedback) that . . )
. . . . a rich set of sensing mechanisms can be employed
drive, evaluate, and refine the sensing, diagnosing,

and remediating capabilities [12]. Functionality in
the modules is organized according to four key
phases of self-healing: First, the speed-of-light

to monitor the health of the platform and its
services [15]. Alerts generated by these mechanisms
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can be treated as the initial evidence of potential

issues and combined to form a composite signal.

Conventional monitoring approaches rely on
thresholds and rules established a priori based on
developer or operator expertise and experience.
Although the operators are generally able to
characterize the healthy operating conditions, using
predefined thresholds may prove inadequate in
identifying anomalies [16]. A failure that is not
detected may inhibit service recovery, whereas a
false detection may trigger unnecessary overhead
and service disruption. Machine Learning (ML)
models, trained on previous setvice behavior
during normal operation and on past incidents, can
therefore be developed for alerting purposes.

Anomaly detection models can generate alerts in
real time. These alerts can also be fused with alerts
generated by other models into a composite signal,
preventing alert storms and enhancing accuracy
[17]. In the case that no model is available for a
specific service, entropy-based signals can act as
fail-safe mechanisms by detecting anomalous
service behavior, even if the relevant model does
not exist. Alert feedback loops provide a further
layer of safeguard. If the system identifies a
particular alert as faulty during runtime, its
associated model can be retrained to improve its
performance or, in the worst-case scenario, the alert

can be removed.
Mathematical Formulas:
Detection latency:

MTTD = tgaeer — fonsan
MTTD=tdetect—tonset

Recovery time:

MTTE = fygneg — fdsten
MTTR=trestored—tdetect

System availability:
MTTF

A = MTTF + MTTR
A=MTTF+MTTRMTTE

Composite alert (fusing multiple

signal

detectors, Section 4):

n
5= Zw,- ~a; a; € {0,1}
i=1

S=i=1) nwi-ai,ai€ {0,1}
False positive rate (detection safety trade-off):

Fp

“FP+TN
FPR=FP+TNFP

FPE.

5. Reasoning: Intelligent
Mitigation Strategies

Diagnosis and

Intelligent diagnosis enables the identification of
the failure's source and selection of mitigation
strategies that fully or partially alleviate the detected
issue [18]. Diagnostic reasoning may be realized
through various models, including a rule-based
system that correlates failure signatures to root
causes, a probabilistic model that uses historical
logs of previous failures to associate symptoms
with causes, and causal reasoning with a knowledge
graph that explains the cause-effect relationships
among different services [19]. Moreover, agents
propose  risk-controlled mitigation  strategies
according to the nature of the detected anomalies,
the security policies of the retail organization, and
the reliability level of the diagnosis [20]. Finally,
agents can learn selection policies to determine the

optimal action based on the observed states.

Mitigation strategies combine corrective actions—

like service repair, controlled failover, and
performance scaling as a response to infra
overloads or degradation of cloud-deployed
services, and changing service deployment types or
with

reconfiguration—together orchestrated

service behaviors involving complex data
dependencies. Action execution requires advanced
behavioral models to govern activities that affect
the operation of several services, such as repair-
failover combinations across setvice pairs and
service-sharding across different nodes. In addition
to defining the orchestrated behavior of the
proposed agentic system, these models also identify
safety logistics—ensuring repeated BAU behavior
in case of action failure—and roll-back models for
changes in case of

pre-emptively revoking

unforeseen side effects.
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Comparison of Failure Detection Latency

Mean Time to Detection (minutes)

Threshald ML Anomaly
Monitoring Detection Detection

Agentic Al

6. Remediation: Autonomous Execution of
Corrective Actions

Remedial actions typically fall into four categories:
recovery, in which components operate again as
intended after undergoing a restart or reset;
failover, in which functionality is transferred to
backup, redundant, or alternative components to
avert downtime; reconfiguration, in which the
configuration is dynamically modified to correct
faults; and scaling, in which workload-handling
capacity is increased or decreased [21]. A
mechanism may orchestrate remedial operations
that invoke suitable actions for distinct sensor alerts
and control decisions [22]. Automatic or semi-
automatic mechanisms invoke remedial actions
without ongoing human oversight.

Two forms of feedback may help identify faulty
systems and confirm the success of remedial
actions. The corrective action itself may report
whether it succeeded, and afterward the system may
check the
configuration [23]. Precedence constraints can also

run a verification test or new
impose a logical order among actions. Furthermore,

safeguards may prevent specific remedial

operations  from executing under certain
conditions. While agentic interactions help ensure
that violations of these conditions are captured,
these checks can perform a governance role,
allowing stakeholders to encode operational
policies for self-healing that cannot be relaxed by
agents [24]. In scenarios judged high risk, human-
in-the-loop candidates may be suggested for active

or passive monitoring of self-healing decisions.

Mean Time to Recovery Across Remediation Approaches
17

Mean Time to Recovery (minutes)
T W oW B
5 & B & g &

w

Manual Rule-Based
Operations Automation

Agentic Al
Self-Healing

7. Evaluation and Metrics for Self-Healing
Performance

Self-healing retail platforms can be evaluated either
directly in production, where the Self-Healing
Research Artifact (SHRA) autonomously identifies,
reasons about, and remediates failures without
external intervention, or via simulation [25]. The
first approach poses risks for live services, while the
second cannot fully account for the unpredictable
nature of production environments. Steps can
therefore be taken towards an ideal simulation:
benchmarking SHRA detection and reasoning
capabilities using incident data from a real
production service (the Shopify Versatile Search
System - VSS) [26]. As these components comprise
the bulk of the heavy lifting for stem on full
remediation, the crucial performance aspects can be
identified.

Key detection metrics include the time taken to
correctly identify the onset of an incident, the
resultant false positive rate (which governs a safety
trade-off with detection latency), and an indication
of sensitivity to rare events. For reasoning, the
benchmark focuses on the speed and accuracy of
events being flagged with an underlying cause, a
necessary input for remediation workflows [27]. To
suppose these aspects operate satisfactorily, an ideal
SHRA simulation can then employ the pre-existing
process model of the VSS to evaluate the combined
detection and reasoning phase on time to propose
a mitigation action, as well as the impact on
in the VSS case when
deductively generating a complete mitigation

involved customers

workflow for an incident of VSS in its simulation
space.
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Detection Latency and False-Positive Trade-Off prOCCSS Wlth mlﬂlmal rehance on human

W Detection latency {min)

False positive rate (%) intervention

Evaluation of the self-healing approach shows that
it can increase cloud infrastructure reliability, for an
, acceptable level of operational overhead. Agentic
Al improves the performance of automated healing
I I actions while reducing misdiagnoses and unsafe
Low

w

-

remediation [29]. The solution represents a step

Moderate High Very High

Detectin Sensivy towards true self-healing systems, capable of
. continuous  learning,  risk-based  mitigation
8. Conclusion . . . .

planning, and compliance with higher-order
Failures of cloud infrastructure in retail  policies. Further advances will reduce latency in the
environments can damage reputation, ruin  exploratory phase of detection and enable diagnosis
customer experiences, and cost money [28]. To  through causal discovery, at the expense of
minimize such business impact, outages and errors  increased deployment overhead [30]. For

need to be detected sooner, diagnosed more  practitioners, these improvements can be translated

quickly, and fixed automatically whenever feasible.  into reduced costs: strategic adoption of agentic Al
Presenting ~ a  comprehensive  self-healing  leads to reduced dwell time and a lower likelihood
architecture that employs agentic Al for detection,  of outage impact during the remainder of a
reasoning, and remediation of operational failures,  customer’s retail journey.

thereby supporting a closure-like monitoring
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